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Internet Safety   

The increasing popularity of social networking sites and cell phone texting has presented 

society with problems on how to protect children online. More and more children are 

becoming victims of Internet predators and bullies. Parents are finding it more difficult to 

make sure their children are safe online. It wasn’t that long ago, when Mom and Dad could 

keep an eye on their child’s surfing with parental controls on the family computer. Today’s 

new mobile and networked world poses new and dangerous threats to online kids. Parents, 

siblings, teachers and children alike will need to understand the dangers the connected world 

presents. 

 

 

Staying Safe Online 

Click here for video introduction 

1)      Don’t post any personal information online – like your address, email address or mobile 
number. 
2)      Think carefully before posting pictures or videos of yourself.  Once you’ve put a picture of 
yourself online most people can see it and may be able to download it. 
3)      Keep your privacy settings as high as possible 
4)      Never give out your passwords 
5)      Don’t befriend people you don’t know 
6)      Don’t meet up with people you’ve met online.  
7)      Remember that not everyone online is who they say they are. 
8)      Think carefully about what you say before you post something online 
9)      Respect other people’s views, even if you don’t agree with someone else’s views doesn’t 
mean you need to be rude 

 

 

 

 

https://www.youtube.com/watch?v=GCWBf7WKYyA
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Working in pairs, ask and answer the following questions. 

1. Do you know the names of the different social media apps and sites? 

2. What are the dangers of social media for children and adults?  

3. How can identity theft happen? 

4. What is cyber-bullying and has it happened to anyone you know? 

5. Do you know what “phishing” is? 

6. Do you know what “sexting” is? 

7. Who are online sexual predators? 

8. What do you do to keep your children safe online? 

  

STAYING SAFE 

What are the best ways for kids to stay safe online? Rank these #1-8 and share your rankings 

with the students at your table. Put the safest way as #1.  

____ Text/chat with people they know 

____ Tell parents where they’re surfing 

____ Use anti-virus software 

____ Keeping  personal details secret 

____ Maximum privacy settings on Facebook 

____ Using child-friendly sites only 

____ No sharing of photos 

____ Always  be skeptical of everything 
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Spend one minute writing down all of the different words you associate with the word 

“online.”  Share your words with your partner(s) and talk about them.  

 

 
 
 
 
 

 
 
 
 
 
 

 

ONLINE 
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SOCIAL MEDIA & TEXTING 
Social Media Video Introduction 
 
Discussion Questions: 

1. One of the girls says her parents know she’s on her computer, but they don’t really 

know what she’s doing online most of the time. Is this true for you?  

2. If you were a parent, how would you make sure your kids were staying safe and 

behaving responsibly with technology?   

3. Another girl in the video talks about texting and says she probably texts more than 400 

times per day. What would be different about your life if there were no such thing as 

texting?  

4. What is your favorite thing to do online?  

5. Danielle says rumors are worse online because they’re so much easier to spread. What 

does she mean? Do you agree? 

 
 

Man Convicted of Cyber Stalking Teen Girl Harasses Her and Tries ... 

1. What did you think when you read the headline? 

2. How dangerous is the Internet? 

3. Have you ever been the victim of Internet crime or cyberbullying? 

4. What problems exist with kids having mobile phones and being online? 

5. How active must parents be in monitoring their kids’ online activities? 

6. At what age is it for a child to have a mobile phone and be online unattended? 

7. Are kids better than their parents at using the Internet? 

8. What’s the number one thing kids must remember about being online to stay safe? 

9. What are the pros and cons of social networking? 

 

 
 

https://www.youtube.com/watch?v=8MHSWYonhgY
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=newssearch&cd=1&cad=rja&uact=8&sqi=2&ved=0ahUKEwjQve-WysDQAhXnw1QKHTFYDLMQqQIIGigAMAA&url=http%3A%2F%2Fwww.nbcphiladelphia.com%2Fnews%2Flocal%2FBucks-County-Doylestown-Pipersville-Social-Media-Harassment-Stalking-Twitter-Instagram-Cyber-Stalking-402102716.html&usg=AFQjCNGx4d92Q70iPu9V4vXoHMtstjfblw&bvm=bv.139782543,d.cGw
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=newssearch&cd=1&cad=rja&uact=8&sqi=2&ved=0ahUKEwjQve-WysDQAhXnw1QKHTFYDLMQqQIIGigAMAA&url=http%3A%2F%2Fwww.nbcphiladelphia.com%2Fnews%2Flocal%2FBucks-County-Doylestown-Pipersville-Social-Media-Harassment-Stalking-Twitter-Instagram-Cyber-Stalking-402102716.html&usg=AFQjCNGx4d92Q70iPu9V4vXoHMtstjfblw&bvm=bv.139782543,d.cGw
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INTERNET SAFETY 

 
 
QUICK WRITE: Write about Internet safety for 10 minutes. Do not worry about perfect 
spelling, punctuation. 
_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 

_____________________________________________________________________________ 
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YOU ARE RESPONSIBLE FOR WHAT YOU POST, SHARE, MAYBE EVEN 
LIKE 

 
 
 
 
 

By Larry Magid 
 

In the words of Bernard Baruch, “Every man has a right to his own opinion, but no man has a 

right to be wrong in his facts.” He said that in 1950, but if he were alive today, he’d probably 

be saying it with even more urgency. 

I see and hear false facts almost every day, from cable news pundits, politicians, so-called 

“news” sites and from some folks I follow on Twitter and Facebook. We all need to be more 

media literate. Sometimes it’s a misinterpretation, like a politician claiming that “almost all the 

polls show that I won the debate,” only to find out that all but one of polls were opt-in 

Internet polls that are totally meaningless, while the only valid poll showed that his opponent 

won. 

For example when someone tells you that crime is at an all-time high, you might believe them, 

despite the fact that evidence from the Department of Justice and other sources shows that 

it’s not the case. One is especially likely to believe that if they themselves have witnessed or 

been victimized by a crime. About a year ago, I wrote an article reporting that the vast 

majority of youth have neither cyberbullied others or been cyberbullied, and two people 

wrote that I was way underestimating the rate, because they each knew of a horrible case of 

cyberbullying. I have no doubt that they were aware of a horrible case, but that doesn’t mean 

that it’s a common occurrence. If you are out of work or underemployed, you might be 

inclined to believe a pundit who tells you that our economy is at an all-time low, even though 

unemployment is dramatically down over the past eight years while most (though not all) 

economic indicators are up.  
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Just this week, thousands of people liked, shared or commented on a Facebook posts that 

actress Betty White had died. At 94, it’s an easy rumor to believe, but it wasn’t true. A 

year ago, a fake news story proclaimed that “Actress Betty White, 93, Dyes Peacefully in Her 

Los Angeles Home,” but at least that site had the good sense to spell the word, “dies,” 

incorrectly.   It was a joke news story about how she dyed her hair. She had indeed “dyed,” 

but she hadn’t died. 

There are numerous other examples as I documented in a Forbes post called How To Avoid 

Spreading Hoaxes On Social Media. At the time, Facebook was full of posts claiming that Mark 

Zuckerberg was going to charge people $5.99 to protect their privacy and that Bill Gates would 

give you $5,000 if you shared a link. A lot of people shared those links. 

You are what you share 

I’m quite certain that we will never put an end to inaccurate statements, but just because 

others are lying or simply incorrect doesn’t give the rest of us license to pass it on. If you’re 

sharing a lie, you’re lying, even if you don’t mean to lie or don’t know you’re lying. Just as a 

journalist has a responsibility to vet what he or she says to make sure it’s true, people in social 

media have a responsibility to at least make a reasonable effort to make sure that what they 

pass on is accurate, because others may believe it or may pass it on themselves and, if it’s not 

true, it reflects on your credibility because you said it.  

Easy to check 

The good news is that it’s easy to check what you see online. There are a number of sites, 

most notably Snopes.com, that investigate urban legends and wild claims. Not everything 

Snopes writes about is false. Sometimes they validate a story as being true or partially true 

but, when I check posts that seem fishy, I often find that they are totally or mostly false. On 

the web, all you have to do to validate something that’s questionable is to highlight it, right-

click and search via Google or Bing. Chances are that others have questioned it too and you 

may very well find truth or lies on Snopes or another fact checking site. 

 

http://www.forbes.com/sites/larrymagid/2015/09/29/dont-spread-hoaxes-on-social-media/#7f6c8c0f28d8
http://www.forbes.com/sites/larrymagid/2015/09/29/dont-spread-hoaxes-on-social-media/#7f6c8c0f28d8
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SOCIAL NETWORKING:  A BEGINNER'S GUIDE TO SOCIAL NETWORKING 

By Daniel Nations 

Despite what you might think, social networking is not something new. As this social networking guide will 

explain, social networks have been around for far longer than we have been on the web. We've all belonged 

to social networks, and we still participate in social networks. This social networking guide will simply help you 

navigate the web's version of social networks. 

Cliques 

High school is an excellent example of basic social networking in action. There are various cliques like the 

geeks, the socials, the athletes, the band, etc. These cliques are social groups, and a person can be a member 

of one of them, a member of several, or a member of none. Joining a social network can be much like moving 

to a new high school. On your first day, you don't have any friends. But, as you get to know your new 

classmates, you start finding people of similar interests. Some like to join groups to kick start their social 

integration, while others are so shy they barely get to know anyone. And, even if we didn't much know or care 

for a particular classmate, they become a fellow group member as we move out into the world. Society as a 

whole is a social network, and the groups consist of high schools, colleges, fraternities, work place, work 

industry, etc. Have you ever met someone at a party or social gathering and found that you didn't have much 

to talk about until you found out they went to the same college? Suddenly, you have plenty to talk about. 

Social networking on the web is not much different. At first, you will find yourself without friends, but as you 

participate, your Friends list will grow. And, like life, the more you participate, the more you will get out of it. 

Friends 

Social networks are built around the "friends" concept. They aren't always called "friends." Linkedin, a 

business-oriented social network, calls them "connections." But, they operate in much the same way 

regardless of what they are called. Friends are trusted members of the social network that are often allowed 

to do things that non-friends are not allowed to do. For example, you might restrict getting private 

messages from anyone that is not on your Friends list. Some social networks allow you to make your entire 

profile private to the public at large and only allow friends to view it. Friends can be anyone from a real-life 

friend to someone who has similar interests, to someone who lives in the same region, to someone you simply 

found interesting. In essence, they are someone you want to keep track of on the network. Social networking 

websites allow you to find friends in various ways. There are often search features that allow you to search for 

friends who are interested in the same hobbies, of a certain age group, or live in a certain region of the world. 

You can also find friends through groups. 

Groups 

Basic groups include a city, a state, a high school, a college, etc. Most social networks allow you to join these 

type of groups to either look for a long-lost friend or family member or just get to know people. Groups can 

also cover interests such as video games, sports, books, movies, music, etc. 

 

https://www.lifewire.com/daniel-nations-3485584
https://www.lifewire.com/what-is-linkedin-3486382
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Groups serve two purposes. 

First, they are a good way to meet people who share a similar interest. If you've always been a fan of the Harry 

Potter books, you might be interested in joining a group dedicated to Harry Potter and meeting others who 

enjoy the books. Second, they are a good way to find out more about the topic. The Harry Potter group might 

have discussions about a particular plot line in the books or the location of an upcoming book signing by J. K. 

Rowling. Social networks allow you to express yourself in many different ways. The most basic way of 

expressing yourself is to fill out a profile that gives basic information such as your hobbies, interests, 

education, work, etc. Most social networks also allow you to customize your profile page with various themes 

which can include the color scheme and the background picture. Some take this to the extreme allowing users 

to pick out playlists of their favorite artists, video clips they find funny or interesting, and even widgets or 

third-party applications. Social networks can also include a blog to let people know what is going on, a photo 

gallery, or other forms of expressing yourself. 

Having Fun and Doing Business 

There are many different reasons to join a social network from meeting people to learning more about a 

subject, but the two most popular reasons are to have fun or to do business. The having fun part is simple, so 

long as you choose the right social network and become involved in the community. Not all social networks 

are created equal, of course, so it could take several tries to find the social network right for you, but with new 

social networking sites popping up all the time, you should be able to find one that meets your expectations. 

Social networking also has its business side beyond just social networks dedicated to business 

like Linkedin or XING. If you look on MySpace, you will find profiles of actors, musicians, comedians, etc. These 

are people doing business on MySpace by helping to cultivate a fanbase. But it goes beyond just entertainers. 

Businesses of all types set up profiles on social networking sites both to help advertise their services and to let 

people know the current news. 

Social Networking and You 

For those wanting to know how to get started with social networking, the first step is to identify what you 

want in a social network. There are many different social networking websites. Some focus on a specific 

interest such as sports, music, or movies. Others are more general in nature serving the public at large. Once 

you identify what you want out of a social network, it is time to choose the one right for you. Don't just settle 

on the first one. Come up with a small list of interesting social networks and try them before making a 

decision. And, there's no rule that says you can't be a part of multiple networks if you find the decision hard to 

make. 

THE TOP 25 SOCIAL NETWORKING SITES PEOPLE ARE USING 

The world's most popular social networking sites certainly have changed over the years, and 

they'll undoubtedly continue to change as time moves forward. Old social networks will die, 

popular ones will stick around as they're forced to evolve, and brand new ones will appear. 

https://www.lifewire.com/what-are-web-widgets-3486686
https://www.lifewire.com/what-is-linkedin-3486382
http://www.xing.com/
https://www.lifewire.com/what-is-myspace-2654923
https://www.lifewire.com/top-social-networking-sites-3486514
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We've moved on from the days of MySpace to a social media era now dominated 

by Facebook and all sorts of other social mobile apps. A lot of kids even admit to 

using Snapchat the most, suggesting that it could be the future of where social networking is 

headed. So, what's everyone using right now? Have a look through the updated roundup of 

social networks below to see which ones are currently the trendiest. 

Facebook 

Most of us already know that Facebook is the top social network on the web. It's a thriving beast of a social 

networking site on the web with over 1.86 billion monthly active users as of December 2017 and over one 1.45 

billion that log on daily (according to Facebook itself). Statista shows that Facebook Messenger is also the 

second most popular messaging app behind WhatsApp. After failing to acquire Snapchat in 2013, Facebook 

acquired WhatsApp in 2014 so that it could be the one that was one top of instant messaging. 

2 

Twitter 

Twitter is known as the real-time, public microblogging network where news breaks first. Most users loved it 

for its iconic 140-character limit and unfiltered feed that showed them absolutely everything. Twitter has 

changed dramatically over the years, and today it's criticized a lot for going the way of looking and functioning 

almost exactly like Facebook. Besides Twitter Card integration, which now makes it easy to share all sorts of 

multimedia content in tweets, you can expect to see algorithmic timelines coming to Twitter soon as well. 

3 

 

LinkedIn 

LinkedIn is a social network for professionals. Anyone who needs to make connections to advance their 

careers should be on LinkedIn. Profiles are designed to look sort of like extremely detailed resumes, with 

sections for work experience, education, volunteer work, certifications, awards and all sorts of other relevant 

work-related information. Users can promote themselves and their businesses by making connections with 

other professionals, interacting in group discussions, posting job ads, applying to jobs, publishing articles to 

LinkedIn pulse and so much more. 

 

Google+ 

Making its debut in the early summer of 2011, Google+ became the fastest growing social network the web 

has ever seen. After failing a couple times already with Google Buzz and Google Wave, the search giant finally 

succeeded at creating something that stuck... kind of. Nobody really needed another Facebook clone, so 

Google+ had always been widely criticized for being a social network that nobody really used. In late 2015, a 

brand new Google+ was rolled out to put more emphasis on its Communities and Collections features to help 

differentiate the platform a bit more and give existing users more of what they wanted.  

https://www.lifewire.com/is-myspace-dead-3486012
https://www.lifewire.com/what-is-facebook-3486391
https://www.lifewire.com/what-is-snapchat-3485908
https://www.facebook.com/
https://www.lifewire.com/use-facebook-timeline-3486233
http://newsroom.fb.com/company-info/
http://www.statista.com/statistics/258749/most-popular-global-mobile-messenger-apps/
https://twitter.com/
https://www.lifewire.com/best-time-of-day-to-tweet-3486090
https://www.lifewire.com/what-is-microblogging-3486200
http://www.linkedin.com/
https://www.lifewire.com/what-is-linkedin-3486382
https://plus.google.com/
https://www.lifewire.com/what-is-google-plus-3486226
https://www.lifewire.com/google-graveyard-products-1616198
https://googleblog.blogspot.ca/2015/11/introducing-new-google.html


EL Civics COAAP 47 Internet Safety IL-ADV 11 

 

YouTube 

Where does everyone go to watch or share video content online? It's obviously YouTube. After Google, 

YouTube is the second largest search engine. Despite being owned by Google, YouTube can still be recognized 

as a separate social network all on its own as the premiere place online to go to watch videos on every topic 

under the sun and upload your own as well. From music videos and movies, to personal vlogsand independent 

films, YouTube has it all. YouTube recently launched a premium subscription option, called YouTube Red, 

which removes all advertisements from videos. 

6 

Instagram 

Instagram has grown to be one of the most popular social networks for photo sharing that the mobile web has 

ever seen. It's the ultimate social network for sharing real-time photos and short videos while on the go. Now 

it's even a leading advertising platform for brands too. The app had initially just been available for the iOS 

platform for quite some time as it grew in popularity, but has since expanded to Android and, Windows 

Phone also the web. Instagram was bought for a hefty $1 billion by Facebook in 2012. 

7 

Pinterest 

Pinterest has become a major player both in social networking and in the search world, proving just how 

important visual content has become on the web. As the fastest standalone site ever to reach 10 million 

monthly unique visits, Pinterest's beautiful and intuitive pinboard-style platform is one of the most enticing 

and useful resource for collecting the best images that can be categorized into separate boards. Pinterest is 

also growing to become a huge influencer in social shopping, now featuring "Buy" buttons right on pins of 

products sold by some retailers. 

8 

Tumblr 

Tumblr is an extremely popular social blogging platform that's heavily used by teens and young adults. 

Like Pinterest, it's best known for sharing visual content. Users can customize their blog theme, create blog 

posts in all sorts of different types of content formats, follow other users to see content in their dashboard 

feed and be followed back. Reblogging and liking posts is a popular way to interact. If you post great content, 

you could end up with thousands of reblogs and likes depending on how far it gets pushed out into the Tumblr 

community. 

9 

Vine 

Vine is a mobile video sharing app owned by Twitter, and boy is it ever entertaining! If you don't have the 

attention span to watch a full YouTube video, then you'll love Vine. One of the most convenient things about 

Vine is that its videos can be directly embedded inline on Twitter when shared through a tweet. They can also 

be embedded on a website. Videos play on autoloop and are limited to a maximum of six seconds, but that 

http://www.youtube.com/
https://www.lifewire.com/vimeo-vs-youtube-which-is-better-3486370
https://www.lifewire.com/how-to-start-vlogging-on-youtube-3486164
https://www.youtube.com/red
http://instagram.com/
https://www.lifewire.com/what-is-instagram-3486316
https://www.lifewire.com/why-some-mobile-games-dont-come-out-on-android-121736
https://www.lifewire.com/how-to-view-instagram-3486314
http://pinterest.com/
https://www.lifewire.com/how-to-use-pinterest-3486578
https://www.lifewire.com/what-is-pinterest-3483086
http://www.tumblr.com/
https://www.lifewire.com/how-to-put-social-media-buttons-on-a-tumblr-blog-3486360
https://www.lifewire.com/how-to-use-pinterest-3486578
https://www.lifewire.com/blogging-secrets-from-top-blogs-3476729
https://www.lifewire.com/how-to-use-tumblr-2654218
https://vine.co/
https://www.lifewire.com/what-is-vine-3486082
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doesn't stop it from being such a powerful social network. Several Vine stars have mastered the art of creating 

entertaining Vine videos, and many prefer it over Instagram video. 

10 

Snapchat 

Snapchat is a social networking app that thrives on instant messaging and is totally mobile-based. It's one of 

the fastest growing apps out there, building its popularity on the idea of self-destructing "snaps." You can send 

a photo or short video as a message (a snap) to a friend, which automatically disappears a few seconds after 

they've viewed it. Kids love this app because it takes the pressure off of having to share something with 

everyone like they would on traditional social networks.  If you're unfamiliar, check out this step-by-step 

tutorial on how to use Snapchat. Snapchat also has a unique feature called Stories, which allows users to share 

snaps publicly when they want. 

11 

Reddit 

Reddit has never really had the nicest design, but don't let that fool you–it's a happening place on the web. 

It has a very strong and smart community of people who come together to talk about the topics they love 

while sharing links, photos and videos relevant to the subreddit topic thread where they're 

participating. Reddit AMAs are another cool feature, which allow users to ask questions to celebs and other 

public figures who agree to host one. Reddit works by displaying submitted links that get voted up or down by 

users. The ones that receive the most upvotes will get pushed to the first page of their subreddits. 

 

Flickr 

Flickr is Yahoo's popular photo-sharing network, which existed long before other popular competing networks 

like Pinterest and Instagram entered the social photo sharing game. It's still one of the best places to upload 

photos, create albums and show off your photography skills to your friends. Yahoo has also worked hard at 

regularly updating its mobile apps with lots of great features and functions so that it's easy and enjoyable to 

use from a mobile device. Users can upload 1,000 GB worth of photos for free to Flickr and use the powerful 

app to organize and edit them however they like. 

 

Swarm by Foursquare 

Foursquare has broken up its location-based app into two parts. While its main Foursquare app is now meant 

to be used as a location discovery tool, its Swarm app is all about being social. You can use it to see where 

your friends are, let them know where you are by checking in, and chat or plan to meet up at a specific 

location sometime later. Since launching Swarm, Foursquare has introduced some new features that turn 

interaction into games so that users have the opportunity to earn prizes.  

14 

https://www.lifewire.com/vine-stars-you-should-be-following-3486121
https://www.lifewire.com/what-is-vine-3486082
http://www.snapchat.com/
https://www.lifewire.com/what-are-snapchat-scores-3485998
https://www.lifewire.com/chat-with-photos-and-videos-3486008
https://www.lifewire.com/what-is-a-snapchat-story-3486000
http://www.reddit.com/
https://www.lifewire.com/what-exactly-is-a-reddit-ama-3485985
https://www.lifewire.com/what-exactly-is-a-reddit-ama-3485985
https://www.flickr.com/
https://www.lifewire.com/download-flickr-photos-3485833
https://www.lifewire.com/web-and-search-4102742
https://www.lifewire.com/instagram-tips-for-beginners-3485872
https://www.swarmapp.com/
https://www.lifewire.com/foursquares-swarm-app-3485804
https://www.lifewire.com/foursquares-swarm-app-3485804
https://www.lifewire.com/foursquares-swarm-app-3485804
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SoundCloud 

SoundCloud is the world's most popular social network for sharing sounds. Most users share music they've 

made or podcasts they've recorded. In fact, if you're looking for a new free music app, SoundCloud should be 

one to try out. While you won't exactly get to listen to all the popular songs you hear on the radio or can listen 

to on Spotify, you'll get to discover lots of covers and remixes that are often better than their original 

versions. Even so, many wellknown popular artists use the platform, so you can follow your favorites to listen 

to what they've decided to promote on SoundCloud. You can also discover what's trending, browse by genre 

and create your own playlists with tracks that you love. 

20 

Tinder 

Tinder is a popular location-based dating app that matches you up with people in your area. Users can set up a 

brief profile that mainly highlights their photo, and then anyone who's matched up to them can anonymously 

swipe right to like their profile or left to pass on it as a match. If some who liked a profile likes theirs back, then 

it's a match, and the two users can start chatting privately with each other through the app. Tinder is 

completely free, but there are premium features that allow users to connect with people in other locations, 

undo certain swipes and get more "Super Likes" to let another user know they're extra special.  

21 

WhatsApp 

Currently the most popular instant messaging provider worldwide, WhatsApp is a cross-platform app that uses 

your internet connection or data plan to send and receive messages. Users can send messages to individuals 

or groups using text, photos, videos and even voice messages. Unlike Kik and other popular messaging apps, 

WhatsApp uses your phone number rather than usernames or pins (despite being an alternative to SMS). 

Users can allow WhatsApp to connect to their phone's address book so that their contacts can be seamlessly 

transferred to the app. The app also offers a few customizable features like profiles, wallpapers and 

notification sounds. 

 

 

Slack 

Slack is a popular communication platform for teams that need to collaborate closely with one another. It's 

basically a social network for the workplace. Team members can take advantage of real-time messaging, 

integration with other popular services like Dropbox and Trello, deep search for files and other information, 

configurable notifications and so much more. It's meant to keep everyone in the loop about what's going on at 

work or with a particular collaborative project and is super helpful for teams that include members working 

from different locations.  

232414 

 

https://soundcloud.com/
https://www.lifewire.com/soundcloud-app-listen-to-free-music-3486573
https://www.lifewire.com/most-popular-free-music-streaming-apps-websites-3485950
https://www.lifewire.com/spotify-questions-2438443
https://www.gotinder.com/
https://www.lifewire.com/what-is-tinder-3485911
https://www.lifewire.com/online-dating-services-you-wont-believe-3485963
https://www.whatsapp.com/
https://www.lifewire.com/once-popular-old-instant-messaging-services-3486135
https://www.lifewire.com/use-whatsapp-on-laptop-computer-4051534
https://slack.com/
https://www.lifewire.com/get-free-cloud-storage-with-dropbox-3486458
https://www.lifewire.com/trello-review-tools-3485807
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Kik 

Kik is a free instant messaging app that's very popular with teens and young adults. Users can chat with each 

other one-on-one or in groups by using Kik usernames (instead of phone numbers). In addition to text-based 

messages, users can also send photos, animated GIFs and videos to their friends. Although it's most useful for 

chatting with people you already know, Kik also gives users the opportunity to meet and chat with new people 

based on similar interests. And similar to Snapchat snapcodes, Kik users can easily scan other users' Kik codes 

to add them easily. 

17 

Periscope 

Periscope is all about live web video broadcasting from your mobile device. It's a Twitter-owned app that's had 

its fair share of rivalry against another competing broadcasting app called Meerkat. Anyone who starts a new 

broadcast can send instant notifications to people so they can tune in to start interacting by leaving comments 

and hearts. Broadcasters have the option to allow replays for users who missed out, and they can also host 

private broadcasts for specific users. Anyone who just wants to watch something can open up the app and 

browse through all sorts of broadcasts that are currently being hosted live. 

18 

Medium 

Medium is perhaps the best social network for readers and writers. It's sort of like a blogging platform similar 

to Tumblr, but features a very minimal look to keep the emphasis on content that's shared there. Users can 

publish their own stories and format them just the way they want with photos, videos and GIFs to support 

their storytelling. All content is driven by the community of users who recommend stories they like, which 

show up in the feeds of users who follow them. Users can also follow individual tags as a way to subscribe to 

content focused on topics of interest.  

1 

 

 

 

 

 

 

 

http://www.kik.com/
https://www.lifewire.com/foursquares-swarm-app-3485804
https://www.lifewire.com/free-gif-maker-apps-for-iphone-and-android-3486328
https://www.lifewire.com/add-friends-by-scanning-their-snapcodes-3486002
https://www.periscope.tv/
https://www.lifewire.com/tools-for-broadcasting-live-video-3486110
https://www.lifewire.com/free-live-stream-video-apps-for-mobile-phones-2655429
https://medium.com/
https://www.lifewire.com/tumblr-vs-medium-comparing-popular-blogging-platforms-3485755
https://www.lifewire.com/custom-domain-name-on-tumblr-3486064
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POPULAR TYPES OF SOCIAL NETWORKING SITES 

by Daniel Nations 

Despite the popularity of massive social networks like Facebook and Twitter, tons of other 

social networks have been popping up with the aim to attract certain users that have specific 

needs. There isn't exactly a one-size-fits-all approach to social networking anymore. Here are a 

few different types to consider checking out. 

To start, let's get the obviously very popular social networks out of the way. These include 

everything from Facebook and Twitter, to Tumblr and Instagram. They're the ones that 

everyone's using, and the ones that see the most activity. If you want to be where everything 

is happening, jumping on a few of these popular platforms would be a good idea. 

 

Anonymous social networks 

Not everyone loves having their identity tied to their online presence. Back before social 

media was such a big thing, it was a lot easier to interact on the web anonymously. As a result, 

more anonymous social apps and sites have popped up. Users claim it helps take the pressure 

off of impressing their friends and offer the opportunity to say exactly what's on their mind. 

3 

Social networks for teens 

Teens are often the ones who spot the next big social network before they really take off, so if 

you know a teen, it may be worth talking to them about which social apps or sites they're 

using. Instagram and Tumblr are a couple that started off small and exploded to become the 

popular platforms they are today. Tumblr, in particular, is still largely dominated by teens and 

young adults. 

4 

Location sharing social networks 

Now that social networking has been taken mobile, it's easier and more exciting to share what 

you're doing and where you're doing it in real time. Some of the most popular social networks 

have location sharing features built right into them -- including Facebook, 

Twitter, Instagram and Snapchat -- but there are so many other lesser known social apps 

worth checking out that have been based entirely on location sharing.5 

 

https://www.lifewire.com/daniel-nations-3485584
https://www.lifewire.com/top-social-networking-sites-people-are-using-3486554
https://www.lifewire.com/top-anonymous-social-networking-apps-3485942
https://www.lifewire.com/hottest-social-app-trends-for-teens-3485940
https://www.lifewire.com/custom-domain-name-on-tumblr-3486064
https://www.lifewire.com/top-best-location-sharing-apps-3485922
https://www.lifewire.com/instagram-tips-for-beginners-3485872
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International social networks 

You might be surprised to find that there are quite a few international social networks that are 

almost just as big as Facebook in other parts of the world. For example, certain Chinese social 

networks have far more users than Twitter, Instagram, Pinterest, and others. Facebook may be 

number one, but others like QZone and VK are almost just as popular in other countries. 

6 

Tinder-inspired social networks 

Tinder is the popular dating app that matches you to singles in your area and then lets you 

swipe their profile photo to like or pass on them. The left and right swiping has been a huge 

hit, and now there are all sorts of different social apps that match you up to people, places and 

things. You don't have to be single to get in on the swiping trend! 

 

Video sharing social networks 

Text and images are great on the web, but nothing quite expresses something the way video 

can do it. From YouTube and Vimeo, to Instagram video and Vine, it's clear that the social web 

has fully embraced video sharing -- especially on mobile with videos that are just seconds long. 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.lifewire.com/internationally-popular-social-networks-3486037
https://www.lifewire.com/tinder-like-apps-for-almost-anything-3486029
https://www.lifewire.com/what-is-tinder-3485911
https://www.lifewire.com/video-sharing-apps-shortest-time-lengths-3486106
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STAYING SAFE ONLINE:  CYBERBULLYING 

Stacey’s Story: “When Rumors Escalate” 

Click here for Story #1 

Discussion Questions: 

1. Do you think Stacey’s experience is an example of cyberbullying? Why, or why not?   

2. How would you explain the difference between playful teasing online and hurtful 

cyberbullying?   

3. Has anything you posted online or said in a text message ever been taken out of 

context? 

4. Can you understand why Stacey was hurt and upset?  

5. Is there anything Stacey could have done to get the girl to leave her alone?  

6. What are some of the different ways Stacey was harassed online?  

7. What are the most common forms of online harassment or meanness that you see?  

 

Emma's Story – “Cyberbullied by a Best Friend” 

Click here for Story #2 

Discussion Questions: 

1. Do you think Emma’s experience is an example of cyberbullying? Why, or why not?   

2. How would you explain the difference between playful teasing online and hurtful 

cyberbullying?   

3. Can you understand why Emma was hurt and upset?  

4. Is there anything Emma could have done to get the girl to leave her alone?  

5. What are some of the different ways Emma was harassed online?  

 

 

 

https://www.youtube.com/watch?v=uVKb3Pu7Rd8
https://www.youtube.com/watch?v=uVKb3Pu7Rd8
https://www.youtube.com/watch?v=qA1TJjJgdz8
https://www.youtube.com/watch?v=qA1TJjJgdz8
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Ricardo's Story - Making Fun of Others Online 

Click here for Story #3 

Discussion Questions: 

1. Are Ricardo and his friends cyberbullies?   

2. What are some different reasons people “stalk” others on social media?   

3. Ricardo says that even if you’re not friends with someone, you can see his or her 

photos. Is this true? Are there any measures you can take to keep your photos more 

private?  

4. What do you think of her decision to take down the picture?   

5. Ricardo says that things “get around really quick” online. What does he mean? 

 

 

1. Who are the bystanders? __________________________________________________  

2. What would you do if you were a bystander? __________________________________  

3. What would you say to José if you wanted him to stop? 

________________________________________________________________________ 

4. What would you say to Kevin or do for him to show your support for him? 

________________________________________________________________________ 

https://www.youtube.com/watch?v=WNhcnpi4Kfk
https://www.youtube.com/watch?v=WNhcnpi4Kfk
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5. What could you say to the other kids at school who viewed the video and left cruel 

comments? 

________________________________________________________________________ 

6. How could you have involved a trusted adult? 

________________________________________________________________________ 

Don’t Be a Bystander. In this true story, many people contributed to the cyberbullying. But 

there were many more kids who knew about the situation but chose not to get involved. Kids 

who are not cyberbullying but who see, hear, or know about it are called bystanders. In this 

situation, kids in school who witnessed the abuse and kids online who viewed the video were 

bystanders. 

 

SCAMS AND FRAUD 

Videos: 

1. Rental Scams 

2. Phishing Scams 

3. Craigslist Scam (Cars) 

4. Craigslist Scam 

What Is Identity Theft? 

People who scam others online don’t always have to get money from them directly. Instead, 

they use different strategies to trick people into giving out private information. They then use 

this information to access their bank and credit card accounts or other personal accounts. 

They can even “re-create” someone’s identity and produce false documents, such as Social 

Security cards, credit cards, or drivers’ licenses in someone else’s name.  

 

Define the key vocabulary term:  identity theft = ____________________________________ 

ASK: Can you guess what kinds of personal information identity thieves might look for?  

_____________________________________________________________________________

_____________________________________________________________________________ 

Identity thieves look for any information that might help them pretend to be you. They look 

for: 

https://www.youtube.com/watch?v=6WK2MQcC56A
https://www.youtube.com/watch?v=U7tbJVSInvo
https://www.youtube.com/watch?v=EqsfUoOj6yU
https://www.youtube.com/watch?v=bFJ4zgARJz4
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• Full name  

• Date of birth and where you were born  

• Current and previous addresses and phone numbers  

• Driver’s license or passport number  

• Account numbers and the companies where you hold accounts (e.g., Amazon, PayPal, etc.)  

• Passwords  

• Social Security number  

____________________________________________________________________________ 

Define the key vocabulary term:  “vulnerable” 

Anyone is vulnerable to an online scam. Although teens might not think they’re at risk, there 

are a few important reasons why they are vulnerable to identity theft – and why it matters.  

• Identity thieves look for “clean” Social Security numbers that haven’t yet been used to get 

credit. They target teens and kids, who often have Social Security numbers that have no credit 

history yet.  

• Being a victim of identity theft can ruin your financial future and your ability to obtain loans 

and purchase things.  

• In addition, if you use your parents’ accounts and credit cards online, or fill out forms with 

your parents’ information, you are sharing information that could potentially put your parents’ 

identities at risk.  

• It can take months, even years, to recover your identity if it’s stolen. Cleaning up such a mess 

takes a lot of time and energy, and it can also be expensive.  

 

How to Catch a Phish  

How do you think identity thieves might try to get your information?  

Define the key vocabulary term: “phishing”  

The best way to avoid phishing scams is to not trust any online request for personal 

information. It’s also good to not trust online messages or posts from friends that seem 

strange for them, which is a warning sign that their accounts have been hacked. There are 

clues that can help students spot phishing.  
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Directions: Each of the following email messages is an example of a phishing scam.  

1. Read the features of a phishing email below.  

2. Circle any examples in each of the three messages.  

3. List the features in the blank spaces provided 

4. Draw a line connecting each feature to the part of the email it relates to.  

 

Features of a Phishing Email:  

Need to verify account information Link in email or attachment 

Sense of urgency Too good to be true 

Spelling errors Generic greeting 
Alert that your account is in trouble  
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Follow up questions: 

1. A type of crime in which your private information is stolen and used for criminal activity is 

called:  a) Identification  b) Identity theft  c) Burglary 
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Which of the following is NOT a warning sign that this message is a scam:  

a) The offer sounds too good to be true  

b) It asks Evan for his private information  

c) Evan is addressed as “Sir”  

 

3. Sara finds a message on her phone that she thinks might be a scam.  

She should:  
a) Forward the message to her friends to see if they think it’s a scam too  

b) Reply and ask the sender not to send more mail  

c) Delete the message 

 

 

 

 

 

 

 



EL Civics COAAP 47 Internet Safety IL-ADV 26 

 

DIGITAL FOOTPRINT 

Video Introduction #1  

Video Introduction #2 

 

 

Brittney’s Story – “Posting Something You Regret” 

Click here for Story #1 

Discussion Questions: 

1. What are some of the benefits of sharing information online?  

2. Brittney talks about the pressure she felt to impress her peers. Have you ever done 

something you knew was a bad idea because you wanted to impress other people?  

3. What are some of the ways that private information can become public when you post 

it online?  

4. Have you ever shared anything online and then later taken it down or wished that you 

could take it down?  

5. What are some consequences of sharing “truth or dare” videos online?  

 

 

GOOGLE YOURSELF 

 

Click here for video introduction 

Many people assume that because their security settings are set, that very little information 

will be out there on the Internet. Usually that is not the case; there are always loopholes in the 

terms and conditions.   If you investigate further you’d be surprised what may be out there: 

https://www.youtube.com/watch?v=4P_gj3oRn8s
https://www.youtube.com/watch?v=4P_gj3oRn8s
https://www.youtube.com/watch?v=4P_gj3oRn8s
https://www.youtube.com/watch?v=4P_gj3oRn8s
https://www.youtube.com/watch?v=_aSCX-ZcJcg&list=PL8TjVyuBdsCnTAHGJjGT9Vdg0mdHCRE82&index=3https://www.youtube.com/watch?v=_aSCX-ZcJcg&list=PL8TjVyuBdsCnTAHGJjGT9Vdg0mdHCRE82&index=3
https://www.youtube.com/watch?v=_aSCX-ZcJcg&list=PL8TjVyuBdsCnTAHGJjGT9Vdg0mdHCRE82&index=3https://www.youtube.com/watch?v=_aSCX-ZcJcg&list=PL8TjVyuBdsCnTAHGJjGT9Vdg0mdHCRE82&index=3
https://www.youtube.com/watch?v=VFRSaw0CFeE
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1. Go to the search bar and type www.google.com 

2. In the Google search bar type in your name (you might have to include, another 

identification such as the town you live in) 

3. Click Enter, and explore not only the links that come up related to your name, but take it 

one step further and look at the images tab  

So why should you care about this? 

Privacy is a huge issue; many people think just adjusting their privacy and security settings is 

enough.  But it goes to show that even though you may put in a huge effort adjusting your 

privacy settings, everything that you post leaves some sort of trail online, just like a footprint 

in the sand.  For the sake of your reputation, future, or if you’re applying for a job, it’s always 

wise to see what’s out there for the world to see. 

Answer the following questions: 

1. What are you surprised to see? 

_____________________________________________________________________________

_____________________________________________________________________________ 

2. What might you want to change or do in the future to keep your information and privacy 

safe? ________________________________________________________________________ 

_____________________________________________________________________________ 

 

 

 

http://www.google.com/

